PHP :Hypertext Preprocessor

PHP Syntax: 
-A PHP script starts with <?php and ends with ?>:
<?php
// PHP code goes here
?>
-PHP files have default extension ".php"

PHP case sensitivity:
-In PHP, keywords (e.g. if, else, while, echo, etc.), classes, functions, and user-defined functions are not case-sensitive.
-All variables names are case-sensitive

PHP Comments:
Single-line comments:
// This is a single-line comment
# This is also a single-line comment

Multiple-line comments:
/*
This is a multiple-lines comment block
that spans over multiple
lines
*/
- You can also use comments to leave out parts of a code line

PHP Variables:
-A variables start with the $ sign , followed by the name of the variable
NB:When you assign a text value to a variable , put quotes around the value

RULES:
· A variable name must start with a letter or the underscore character
· A variable name cannot start with a number
· A variable name can only contain alpha-numeric characters and underscores (A-z, 0-9, and _ )
· Variable names are case-sensitive ($age and $AGE are two different variables)


Output variables:

PHP Echo and Print Statements:

· Two ways to get output : echo and print (both used to output data to the screen)

	Echo
	print

	No return value
	Has a return value of 1(used in expressions)

	Can take multiple parameters
	Can take one argument

	Fasten than print
	Slower than echo



Echo and print statement both can be used with or without parameters echo / echo() / print / print()

-Echo and print  take HTML code 
Ex: echo “ <h2> PHP is fun ! </h2> “ ;
    Print   “ <h2> PHP is fun ! </h2> “

-Bel echo : “<h2> Text </h2>”; lahala btnzl 3l sater
Echo “Text “ <Br>; lzm br nhota kerml tenzal 3l sater

PHP Data Types:
· String
-A string is a sequence of characters
-A string can be any text inside quotes. You can use single or double quotes

· Integer :An integer data type is a non-decimal number between -2,147,483,648 and 2,147,483,647 and between -9223372036854775808 and 9223372036854775807.
A value greater (or lower) than this, will be stored as float, because it exceeds the limit of an integer.
Rules for integers:
· An integer must have at least one digit
· An integer must not have a decimal point
· An integer can be either positive or negative
· Integers can be specified in three formats: decimal , hexadecimal or octal
NB: var_dump() function returns the data type and value
· Float : Number with a decimal point or a number in exponential form
· Boolean: TRUE or FALSE.
· Array: Multiple values in one single variable.
· Object: A class is a template for objects, and an object is an instance of a class.
· NULL
· Resource
PHP Strings:
· Strlen() : returns the length of a string
· str_word_count() :counts the number of words in a string
· strrev() function reverses a string
· strpos(wen tfatish,aashu tfatish) : search for a specific text within a string. If a match is found, the function returns the character position of the first match. If no match is found, it will return FALSE.
· str_replace(shu tebdul,bishu tebdelo, wen) : replaces some characters with some other characters in a string

NB: The first character position in a string is 0 (not 1)

PHP Numbers:
1)Integers:
-  Number without any decimal part!!
- if 4 * 2.5 is 10, the result is stored as float, because one of the operands is a float (2.5).

PHP has the following functions to check if the type of a variable is integer:
· is_int()
· is_integer() - alias of is_int()
· is_long() - alias of is_int()

2)Float:
The float data type can commonly store a value up to 1.7976931348623E+308 , and have a maximum precision of 14 digits.

PHP has the following functions to check if the type of a variable is float:
· is_float()
· is_double() - alias of is_float()
3)Infinity:
-   numeric value that is larger than PHP_FLOAT_MAX is considered infinite.
- PHP has the following functions to check if a numeric value is finite or infinite:
 -      is_finite()
-      is_infinite()

4)NAN:
-NaN stands for Not a Number.
-NaN is used for impossible mathematical operations.
-PHP has the following functions to check if a value is not a number:is_nan()

5)Numerical Strings:
The PHP is_numeric() function can be used to find whether a variable is numeric. The function returns true if the variable is a number or a numeric string, false otherwise.

6) Casting Strings and Floats to Integers: Sometimes you need to cast a numerical value into another data type.
The (int), (integer), or intval() function are often used to convert a value to an integer.


PHP Constants:
A constant is an identifier (name) for a simple value. The value cannot be changed during the script.
A valid constant name starts with a letter or underscore (no $ sign before the constant name).

Note: Unlike variables, constants are automatically global across the entire script.

Syntax: define(name, value, case-insensitive)
- you can create an Array constant using the define() function.
- Constants are automatically global and can be used across the entire script.

PHP if...else...elseif Statements:

PHP conditional Statements:
if statement :execute if one condition is true
if...else statement : executes  if a condition is true and another code if that condition is false
if...elseif...else statement : executes  for more than two conditions
switch statement : selects one of many blocks of code to be executed

IF statement:

if (condition) {
  code to be executed if condition is true;
}

IF…else
if (condition) {
  code to be executed if condition is true;
} else {
  code to be executed if condition is false;
}

if...elseif...else
if (condition) {
  code to be executed if this condition is true;
} elseif (condition) {
  code to be executed if first condition is false and this condition is true;
} else {
  code to be executed if all conditions are false;
}

The switch:
switch (n) {
case label1:
code to be executed if n=label1;
break;
case label2:
code to be executed if n=label2;
break;
case label3:
code to be executed if n=label3;
break;
...
default:
code to be executed if n is different from all labels;






PHP Loops:
Loops are used to execute the same block of code again and again, as long as a certain condition is true.
loop types:

while - loops through a block of code as long as the specified condition is true
do...while - loops through a block of code once, and then repeats the loop as long as the specified condition is true
for - loops through a block of code a specified number of times
foreach - loops through a block of code for each element in an array

While loop:
while (condition is true) {
  code to be executed;
}
do while Loop:
do {
  code to be executed;
} while (condition is true);
NB: In a do...while loop the condition is tested AFTER executing the statements within the loop. This means that the do...while loop will execute its statements at least once, even if the condition is false
for Loop:
for (init counter; test counter; increment counter) {
  code to be executed for each iteration;
}

foreach Loop:
The foreach loop works only on arrays, and is used to loop through each key/value pair in an array.
For every loop iteration, the value of the current array element is assigned to $value and the array pointer is moved by one, until it reaches the last array element.

foreach ($array as $value) {
  code to be executed;
}


PHP Functions:
A function is a block of statements that can be used repeatedly in a program.
A function will not execute automatically when a page loads.
A function will be executed by a call to the function.

A user-defined function declaration starts with the word function:
function functionName() {
  code to be executed;
}

NB: A function name must start with a letter or an underscore. Function names are NOT case-sensitive.

PHP Function Arguments
Arguments are specified after the function name, inside the parentheses. You can add as many arguments as you want, just separate them with a comma.

PHP is a Loosely Typed Language
Since the data types are not set in a strict sense, you can do things like adding a string to an integer without causing an error.
an option to specify the expected data type when declaring a function, and by adding the strict declaration, it will throw a "Fatal Error" if the data type mismatches.
To specify strict we need to set 
<? Php declare(strict_types=1);
-----
?>
The strict declaration forces things to be used in the intended way.

PHP Default Argument Value
If we call the function without the arguments it will take the default value assigned. (int $x = 3)

PHP Functions - Returning values
To let a function return a value, use the return statement

To declare a type for the function return, add a colon ( : ) and the type right before the opening curly ( { )bracket when declaring the function.

You can specify a different return type, than the argument types, but make sure the return is the correct type
Passing Arguments by Reference

When a function argument is passed by reference, changes to the argument also change the variable that was passed in. To turn a function argument into a reference, the & operator is used.
PHP Arrays:

-An array is a special variable ,which can hold more than 1 variable at a time.
-Can access the values by referring to an index number
-array() function is used to create an array

3 Types of arrays:
1)Indexed arrays(arrays with a numeric index)

2 ways to create:
1.the index can be assigned automatically(index start at 0) for ex $cars=array(“…”,”…”,”…”)

2. the index can be assigned manually: $cars[0] = “” ; $cars[1] = “”…

loop through an indexed array(for loop)
$arrlength=count($cars)
For($x=0;$x<$arrlength,$x++)
Echo $cars[$x]
Echo “<br>”

2)associative arrays(arrays with named keys)
2 ways to create:
1.$age = array("Peter"=>"35", "Ben"=>"37", "Joe"=>"43");

2. $age['Peter'] = "35";
$age['Ben'] = "37";
$age['Joe'] = "43";

loop through associative array(foreach loop)
foreach($age as $x => $x_value) {
echo "Key=" . $x . ", Value=" . $x_value;
echo "<br>";
}


3)multidimensional arrays(arrays containing one or more arrays)
The dimension of an array indicates the number of indices you need to
select an element.
· For a two-dimensional array you need two indices to select an element
· For a three-dimensional array you need three indices to select an
element

2 dimensional arrays: (array of an arrays)
$cars = array (
array("Volvo",22,18),
array("BMW",15,13),
array("Saab",5,2),
array("Land Rover",17,15)
);
Now the two-dimensional $cars array contains four arrays, and it has
two indices: row and column.

-To get access to the elements of the $cars array we must point to the two indices (row and column)
echo $cars[0][0].": In stock: ".$cars[0][1].", sold: ".$cars[0][2].".<br>";

-We can also put a for loop inside another for loop to get the elements of the $cars array (we still have to point to the two indices)

PHP REGEX:
A regular expression is a sequence of characters that forms a search pattern. When you search for data in a text, you can use this search pattern to describe what you are searching for.
A regular expression can be a single character, or a more complicated pattern.
Regular expressions can be used to perform all types of text search and text replace operations.
Syntax:in PHP, regular expressions are strings composed of delimiters, a pattern and optional modifiers.
$exp = "/w3schools/i";
/ is the delimiter, w3schools is the pattern that is being searched for, and i is a modifier that makes the search case-insensitive.
The delimiter can be any character that is not a letter, number, backslash or space. 
Regular Expression Functions:
preg_match(pattern , string):Returns 1 if the pattern was found in the string and 0 if not

 preg_match_all(pattern,string) : Returns the number of times the pattern was found in the string, which may also be 0

preg_replace(pattern,replace with,string) : Returns a new string where matched patterns have been
replaced with another string



Regular Expression Modifiers:Modifiers can change how a search is performed.
I :performs a case-insensitive search
M: Performs a multiline search (patterns that search for the beginning or end of a string will match the beginning or end of each line)
U: Enables correct matching of UTF-8 encoded patterns

Regular Expression Patterns:Brackets are used to find a range of characters
[abc]: Find one character from the options between the brackets
[^abc]: Find any character NOT between the brackets
[0-9]: Find one character from the range 0 to 9

Metacharacters:Metacharacters are characters with a special meaning
| Find a match for any one of the patterns separated by | as in: cat|dog|fish
. Find just one instance of any character
^ Finds a match as the beginning of a string as in: ^Hello
$ Finds a match at the end of the string as in: World$
\d Find a digit
\s Find a whitespace character
\b Find a match at the beginning of a word like this: \bWORD, or at the end of a word like this: WORD\b
\uxxxx Find the Unicode character specified by the hexadecimal number xxxx

Quantifiers:Quantifiers define quantities
n+ Matches any string that contains at least one n
n* Matches any string that contains zero or more occurrences of n
n? Matches any string that contains zero or one occurrences of n
n{x} Matches any string that contains a sequence of X n's
n{x,y} Matches any string that contains a sequence of X to Y n's
n{x,} Matches any string that contains a sequence of at least X n's

PHP FORMS:
When the user fills out the form and clicks the submit button, the form data is sent for processing to a PHP file named "welcome.php".  The form data is sent with the HTTP POST method. To display the submitted data you could simply echo all the variables. The"welcome.php" looks like this:
Welcome <?php echo $_GET["name"]; ?><br>
Your email address is: <?php echo $_GET["email"]; ?>

The same result could also be achieved using the HTTP GET method:
<form action="welcome_get.php" method="get">
Name: <input type="text" name="name"><br>
E-mail: <input type="text" name="email"><br>
<input type="submit">
</form>
Both GET and POST create an array. This array holds key/value pairs, where keys are the names of the form controls and va;ues are the inout data from the user.
$_GET is an array of variables passed to the current script via the URL parameters.
$_POST is an array of variables passed to the current script via the HTTP POST method.

When to use GET?
Information sent from a form with the GET method is visible to everyone.(all variables names and values are displayed in the URL)
GET has limits on the amount of info to send (2000 characters)
GET may be used for sending non-sensitive data (never for passwords)

When to use POST?
Information sent from a form with the POST method is invisible to others.(all names are embedded within the body of the HTTP request)
POST has no limits on the amount of info to send
Advanced functionality such as support for multi-part binary input while uploading files to server. However, the variables are not displayed in the url, it is not possible to bookmark the page.


PHP Form validation: Think SECURITY when processing forms

	Field
	Validation Rules

	Name
	Required. + Must only contain letters and whitespace

	E-mail
	Required. + Must contain a valid email address (with @ and .)

	Website
	Optional. If present, it must contain a valid URL

	Comment
	Comment Optional. Multi-line input field (textarea)

	Gender
	Required. Must select one



<form method="post" action="<?php echo htmlspecialchars($_SERVER["
PHP_SELF"]);?>">
When the form is submitted, the form data is sent with method="post".

What is the $_SERVER["PHP_SELF"] variable?
The $_SERVER["PHP_SELF"] is a super global variable that returns the filename of the currently executing script.
-sends the submitted form data to the page itself, instead of jumping to a different page. This way, the user will get error messages on the same page as the form.

What is the htmlspecialchars() function?
The htmlspecialchars() function converts special characters to HTML entities. This means that it will replace HTML characters like < and > with &lt; and &gt;. This prevents attackers from exploiting the code by injecting HTML or Javascript code in forms.
Cross-site scripting (XSS) is a type of computer security vulnerability typically found in Web applications. XSS enables attackers to inject client-side script into Web pages viewed by other users.
The next stValidate form data with PHP
The 1st thing we will do is to pass all variables through PHP htmlspecialchars() function
-strip uncessary characters(extra space , tab , newline)from the user input data (trim())
-remove (\) from user input with stripslashes()
-create function to check (test_input())
Now, we can check each $_POST variable with the test_input() function:s:
<?php
// define variables and set to empty values
$name = $email = $gender = $comment = $website = "";
if ($_SERVER["REQUEST_METHOD"] == "POST") {
$name = test_input($_POST["name"]);
$email = test_input($_POST["email"]);
$website = test_input($_POST["website"]);
$comment = test_input($_POST["comment"]);
$gender = test_input($_POST["gender"]);
}
function test_input($data) {
$data = trim($data);
$data = stripslashes($data);
$data = htmlspecialchars($data);
return $data;
}
?>

PHP - Required Fields
From the validation rules table on the previous page, we see that the "Name", "E-mail", and "Gender" fields are required. These fields cannot be empty and must be filled out in the HTML form.

· $nameErr,$emailErr, $genderErr, and $websiteErr. These error variables will hold error messages for the required fields.
· added an if else statement for each $_POST variable. This checks if the $_POST variable is empty (with the PHP empty() function). If it is empty, an error message is stored in the different error variables, and if it is not empty, it sends the user input data through the test_input()function
· then in HTML form add a little script after each required fields,which generates the correct error message



PHP – Validate Name
The code below shows a simple way to check if the name field only contains letters, dashes, apostrophes and whitespaces. If the value of the name field is not valid, then store an error message:
$name = test_input($_POST["name"]);
if (!preg_match("/^[a-zA-Z-' ]*$/",$name)) {
     $nameErr = "Only letters and white space allowed";
} 
PHP - Validate E-mail
The easiest and safest way to check whether an email address is wellformed is to use PHP's filter_var() function. In the code below, if the e-mail address is not well-formed, then store an error message:
$email = test_input($_POST["email"]);
if (!filter_var($email, FILTER_VALIDATE_EMAIL)) {
     $emailErr = "Invalid email format";
}
PHP - Validate URL
The code below shows a way to check if a URL address syntax is valid (this regular expression also allows dashes in the URL). If the URL address syntax is not valid, then store an error message:
$website = test_input($_POST["website"]);
if (!preg_match("/\b(?:(?:https?|ftp):\/\/|www\.)[-a-z0-9+&@#\/%?=~_|!:,.;]*[-a-z0-9+&@#\/%=~_|]/i",$website)) {
    $websiteErr = "Invalid URL";
}
